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"Copper Caper: Thieves Nab Art to Sell for Scrap"
Wall Street Journal (05/01/08) P. A1 ; McBride, Sarah 

The recent rise in the price of copper has been accompanied by an increase in copper theft. While many cities have reported stolen manhole covers, pipes, and wiring, thieves in the city of Brea, Calif., are targeting art. Three large bronze sculptures have been stolen over the past year and a half, along with several smaller works of public art. Some art was stolen from sculptors' homes as it was being worked on, prompting some to consider abandoning working in bronze, which is worth approximately $2.45 at a scrap yard. Brea has 144 public sculptures around the city, the result of a law requiring developments over $1.5 million to commission a piece of art. Many businesses and developers are considering commissioning sculptures that are made out of a less valuable metal or stone to reduce the risk of further thefts. Police say that these thefts are well-planned out and most likely involve a team of thieves because of the weight of the statues. Trinitee Manuel, the head of Brea's public art program, is considering placing GPS devices on the most vulnerable pieces. Manuel also suggests that property owners improve security by installing surveillance cameras and hiring security guards. Planting thorn-bearing bushes or cacti around the base of a sculpture could also protect it from potential thieves. The police urge scrap yards to report any suspicious metals that might belong to a missing sculpture.
(go to web site) 

"Travel Group Warns: Corporate Data at Risk from Laptop Searches at Border"
Computerworld (04/30/08) ; Vijayan, Jalkumar 

The Association of Corporate Travel Executives (ACTE) warned members to limit the amount of sensitive information on employees' portable electronic devices. The warning is in response to a recent ruling from the Ninth Circuit Court of Appeals that grants Customs and Border Protection guards the right to search electronic devices at U.S. borders. Border agents can search cell phones, laptops, and digital cameras without reasonable cause or suspicion. The group is concerned that corporate data could be seized by agents, resulting in potential security breaches and the public release of private information. The ACTE recommends that companies review their policies to determine if border searches pose a security risk. Many foreign companies have already started limiting the type of information that executives can carry on laptops while on business in the United States. Though the Court upheld the right of the government to search electronic devices, some activists are attempting to get Congress to pass legislation on the issue. Around 30 civil rights groups sent a letter to lawmakers asking for a congressional oversight hearing on the searching of electronic devices.
(go to web site) 

"Operator of D.C. Call-Ring Is Dead in Apparent Suicide"
Washington Post (05/02/08) P. A1 ; Duggan, Paul; Shipley, Amy 

Deborah Jeane Palfrey, the woman accused of operating a call-girl ring in the Washington D.C. area, hanged herself in a shed behind her mother's home in Florida. In April, Palfrey, known as the "D.C. Madam" was convicted in U.S. District Court in Washington of financial racketeering, money laundering, and using the mail for illegal activities. She was permitted to remain free until her sentencing on July 24. Palfrey referred to her business, Pamela Martin & Associates, as a "legal, high-end erotic fantasy service," and said the women she employed as escorts had to have a college education, be socially refined, and have a good understanding of current affairs. Palfrey said she had no idea that some of the women were having sex with the clients in exchange for money, however, the jury and federal prosecutors determined that Palfrey knew she was running a prostitution ring and just used the business as a disguise. An IRS agent said Palfrey's operation raked in $2 million between 1993 and 2006. Journalist Dan Moldea said Palfrey told him she would rather kill herself than go back to jail; she was imprisoned for 18 months in the early 1990s for running another prostitution ring. Her mother, Blanche Palfrey, said that her daughter did not exhibit any suicidal signs.
(go to web site) 

"Military Stressing Veterans' Counseling"
Washington Post (05/02/08) P. A4 ; Tyson, Ann Scott 

Defense Secretary Robert M. Gates said applicants for government security clearances would no longer be required to reveal whether they received treatment for combat-related mental-health problems. The policy changes comes after a report by the Army's inspector general last year discovered that some military members did not want to receive treatment because they feared it would affect their security clearances. A recent study by Rand. Corp found that 20 percent of those who served in Iraq or Afghanistan experience post-traumatic stress disorder or major depression, however, just a little over half seek treatment, mostly because they are afraid it could hurt their careers.
(go to web site) 
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"Bush Approves $770 Million in Food Crisis Aid"
Guardian Unlimited (UK) (05/02/08) ; Dawar, Anil 

With food prices continuing to climb throughout the world, President George W. Bush said he would put together a $770 million aid package for the world's poorest countries. In the past year, global food prices have soared 40 percent. The decision comes after the United Nations released a report warning that increasing food prices could threaten political stability around the world. In Egypt, riots over basic food prices lasted for two days and the high cost of food has also led to violence in Haiti, west and southern Africa, Uzbekistan, Yemen, Bolivia, and Indonesia. The package will invest $5 billion in food aid and related programs over the next two years. The money will be put toward direct shipments of food to countries with pressing needs and increasing crop production, which will help fight hunger in the long-term.
(go to web site) 

"World Health Organization Recommends Measles Jabs for Euro 2008 Soccer Fans"
Reuters (04/25/08) ; MacInnis, Laura 

The World Health Organization is asking people traveling to Switzerland and Austria for the Euro 2008 soccer tournament in June to check whether they have been vaccinated against measles and to get the vaccine if they are unsure. The disease has infected 2,250 people in Switzerland since November 2006, and it has spread to Austria, which has recorded about 200 cases, Denmark, Norway, Arizona, California, and possibly France. Health experts are worried that the disease, which is extremely contagious and responsible for 242,000 deaths each year, will spread even more if people going to the tournament are not vaccinated. People must receive two doses of measles vaccine to protect themselves and to prevent passing on the disease to others. Five million people are expected to attend the Euro 2008 events.
(go to web site) 

"Extremist Violence Rocks Hamburg"
BBC News (05/02/08) 
Violence broke out in Hamburg, Germany, after a neo-Nazi rally, in which 1,100 far-right demonstrators participated, upset close to 7,000 left-wing demonstrators. Leftists set cars on fire and threw bottles at police officers, who attempted to disperse the crowds with water cannons. According to the police, the riot was one of the worst the city has seen in years. Around 20 police officers were injured and about 250 protestors were arrested.
(go to web site) 
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"National Security Agency Seeks Feedback on IPv6 Security Recommendations"
Government Computer News (04/28/08) ; Campbell, Dan 

The National Security Agency's Information Assurance Directorate has issued two IPv6-related documents that call on firewall vendors and other security experts to comment on which IPv6 features are practical to implement in security products. The lack of IPv6 features in security products has been a major barrier to the deployment of IPv6, since network administrators are hesitant to implement the new protocol without tools to deal with the ensuing security holes. The documents said that the "unconstrained flexibility allowed by IPv6 specifications" must be considered when designing security products. The flexibility on the optional extension headers that replaced IPv4's seldom-used header fields could facilitate attacks or reduce security product vendors' ability to implement strategies for dealing with them. The documents also discussed security issues that will arise during the transition to IPv6, including the issues related to tunneling. Tunneling raises security issues because upper-layer information on which security policy is based could be hidden from security tools. Finally, the documents discussed filtering strategies for Mobile IPv6 (MIPv6), including the need to secure the transmission to and from mobile nodes without disrupting the MIPv6 process.
(go to web site) 

"Beating the Codebreakers With Quantum Cryptography"
ICT Results (04/28/08) 
Cryptography has been an arms race, with codemakers and hackers constantly updating their arsenals, but quantum cryptography could theoretically give codemakers the upper hand. Even the absolute best in classical encryption, the 128-bit RSA, can be cracked using brute force computing power. However, quantum cryptography could make possible uncrackable code using quantum key distribution (QKD). Modern cryptography relies on the use of digital keys to encrypt data before sending it over a network so it can be decrypted by the recipient. QKD promises a theoretically uncrackable code, one that can be easily distributed and still be transparent. Additionally, the nature of quantum mechanics makes it so that if an eavesdropper tries to intercept or spy on the transmission, both the sender and the receiver will know. Any attempt to read the transmission will alert the sender and the receiver, allowing them to generate a new key to send securely. QKD had its first real-world application during the canton of Geneva, where quantum cryptography was used in the electronic voting system. Not only did QKD guarantee that the poll was secure, but it also ensured that no votes were lost in transmission, because the uncertainty principle established that there were no changes in the transmitted data. The SECOQC project, which did the work for the voting system, says the goal is to establish network-wide quantum encryption that can work over longer distances between multiple parties.
(go to web site) 

"Preventing Theft by Understanding Firewalls"
CPA Technology Advisor (04/17/08) ; Anderson, John D. 

There are two types of firewalls that accounting firms can choose from to protect their networks: software-based firewalls and hardware-based firewalls. Software-based firewalls are applications installed on a computer or server that monitor the physical network connection of the computer as it connects to the local area network or Internet. These applications allow traffic in and out based on a set of predefined rules. A hardware-based firewall, on the other hand, is a device that connects to an Internet router and sits between the local area network and the Internet. They are generally considered to be superior to software-based firewalls for a number of reasons. For instance, hardware-based firewalls create a physical separation between computers on a local area network and the Internet, unlike software-based firewalls, which only monitor the network connection on the computer they are installed on. And unlike software-based firewalls, hardware-based firewalls can prevent hackers from accessing a computer by using a vulnerability in an application or operating system. In addition, the rules that software-based firewalls use to decide whether to allow traffic in or out are generally not restrictive because the firewall has to communicate with the Internet as well as the other computers on the network. As a result, software-based firewalls offer in the little way of protection unless the user configures the firewall to make the rules more restrictive.
(go to web site) 
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